o ORDER

U.S. Deportment of

Transportation DOT 1600. 28
Office of the Secretary
of Transportation 1-112-900

Subject: CONTROL OF COVPROM SI NG EMANATI ONS

1. PURPGSE. This Order prescribes the Departnent of
Transportation (DOT) policy and procedures for preventing the
| oss of classified information through conprom sing enmanations.

2. SCOPE

a. Al equipnent and facilities (including automatic data
processi ng (ADP),, telecomrunications, etc.) wthin DOT that
process classified information are subject to the provisions
of this policy.

b. This policy is binding on all Secretarial Ofices, Qperating
Adm ni strations, and Contlactters provi ding systenms or
facilities for DOT which handl e classified information.

3. REFERENCES.

a. National Telecomunications and Information Systems Security
Policy (RNTISS®) n~o. 30@, National Policy on Control of
. Conprom si ng Emanations, dated Cctober 3, 1988.

b. National Telecomunication and |nformation Systems Security
Instruction (NTESSIE) No. 7000, TEMPEST Counterneasures for
Facilities, dated Cctober 17, 1988.

c. National Comunications Security (CAMSEQ) | nfornmation
Menor anda (NACSIM) 5100, Conprom sing Emanations Laboratory
Test Requirenents, Electronmagnetic.

d  Departnment of Transportation Conputer Security (COMPUSED)
Program DOI 1640.1®, August 2, 1989..

4. BACKGROUND.

a. It is the policy of the U S. CGovernnent to prevent the |oss
of classified information through conprom sing enmanati ons.

b. Conprom sing emanations are defined as unintentional data-
related or intelligence-bearing signals which, if
i ntercepted and anal yzed, disclose the classified
information transmtted, received, handled, or otherw se
processed by any information processing equi pnent. These
phenonena are commonly known as TEMPEST.

DISTRI8UDEN: ALL SECRETARI AL OFFI CES QP: OFFI CE OF
ALL OPERATI NG ADM NI STRATI ONS SECURI TY, QST
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c. The NTEISSP No. 300, "National Policy on Control of
Conpr om si ng Emaredtbosad,!" exists to prevent the |oss of
classified information through conprom sing emanations.

It places the responsibility on the heads of departnents
and agencies to protect against the unintentional |oss of
classified information through the transm ssion of
conprom si ng enmanations from equi pnent that is used to
process classified information.

d. To achieve this objective, the effective edition of
NACSIM 5100 was devel oped to provide conprom sing
emanations requirenents for new equi pnent/system
devel opnent . In nost cases within DOT, it will be
possible to enploy alternative nethods that are
reasonabl e, practical, and cost-effective to obtain
TEMPEST security without requiring full NACSIM 5100
conpl i ance.

e. NTISSI No. 7000 provides the neasures and procedures for
determ ning the TEMPEST counterneasure required for
systens and facilities that process classified
information within the U S

PCLI CY.

a. The procedures defined in NTESSI No. 7000 will be used
wi thin DOT by cognizant security offices (Attachnent 1)
to determ ne the TEMPEST counterneasures to be applied to
equi prent and facilities which process classified
i nformati on.

b. No TEMPEST counterneasures are required for systens which
will not be used to process classified informtion.

c. Based upon avail able TEMPEST threat and vulnerability
assessnent information and the recomrendati on of the
cogni zant security office, DOT elenents shall select the
appropriate em ssion security nethods to protect its
i nformati on processing equi pment, systens, and.
facilities. The protection afforded the equi pnent,
systems, and facilities nust meet the standards set forth
in the NTISSI No. 7000.

d. Prior to inplenentation, the OST Ofice of Security wll
revi ew and approve

(1) Level | TEMPEST counterneasures; or

(2) Level |1 TEMPEST counterneasures; or
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(3) Level 111 theuw V TEMPEST counter measures which total
nore than $80,000 for a single CGovernment facility
or Governnent contractor facility; or

(4) Level 111 theu V TEMPEST counterneasures which total
more t han $50,000 of a contracit’s val ue.

6. BESPONSBRILTMIES.

a. The Secretary of Transportation, through the Assistant
Secretary for Admnistration, is responsible for
pl anni ng, programm ng, inplenenting, and managi ng
conprom si ng emanations control prograns to |nPIenent t he
provi sions of the National Rolch on Control o
Conprom sing Emanations within the Departnent.

b. The Director, OST Office of Security, is the Executive
Agent for the Assistant Secretary for Adm nistration for
the DOT TEMPEST program and is responsible for:

(1) Ascertaining the need for fornulating and

recommendi ng Departmental TEMPEST policies, plans,
and prograns.

(2) Ensuring that planning, programmng, and funding
for implementdig the conpronising emanations control
prograns that conply with th¥% Oder and the
Brovﬁsﬁan§ off the' matiiemal policy are acconplished

y the Secretarial O fices and the Operating
Adm ni strati ons.

(3) Appointing a Certified TEMPEST Technical Authority
(CTTA),, i n accordance with reference 3b, to ensure
that TEMPEST countermnmeasures incorporated at
facilities and in equipnment/system devel opment
progranms are cesnsistent Wi th applicabl e national
policy and instructions.

(4) Providing annually to the Counterneasures Advisory

Panel (CAP) a current |ist of CTTAs acting on behal f
of the Depart nment.
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(5) Providing annually to the Director, Nationa
Security Agency, any information related to the
TEMPEST threat environnent.

(6) Reviewing inplenentations that fall wthin the
provi sos of 5.d above.

(7)) Reviewi ng and approving TEMPEST O ders that are'
drafted by Secretarial Ofices and the Operating
Adm nistrations to inplenment this O der.

Cogni zant Security Ofices are responsible for:

(1) Contacting the Ofice of, Security (M-70) as the
focal point for questions and gui dance concerning
TEMPEST matters for conputer security officers as
described in the DOl 1640.1®, Departnent of

Transportati on Conputer Security (CQNBUSEQ) Prasyram,
dated August 2, 1989.

(2) Taking necessary neasures to identify, prioritize,
and correct conprom sing emanations from existing
equi pment, systens, and facilities that process
classified information.

(3 Evaluating the need for TEMPEST counterneasures at
t he begi nning of the prexurememt process for any
i nformation processing equi pnent that will be used
for processing classified information.

(4) Evaluating equipnent, systens, and facilities to
determine the need for TEMPEST counterneasures and
for conducting on-site evaluations of the .
ef fecti veness of those counterneasures.

(6) Establishing, as necessary, conprom sing enanations
control neasures during research, devel opnent, test,
and eval uati on (RDT&E) and procurenment of new
i nformation processing equi prent and systens that
will be used to process classified information

(6) Requiring contractors under DOT cogni zance to conply
with this policy.

(7) Pronulgating to elenents of DOT under their
cogni zance, the directives, standards, and

instructions that will be necessary to inplenent the
provi sions of this policy.
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(8 Requiring elenents of DOT under their cognizance to
coordinate their TEMHEERT efforts in order to obtain
support and avoid redundancy.

APprOV|ng any and all TEMPEST requirements that are
evied on DOT contractors,

(10) btaining the approval of the GST Ofice of Security
for any TEMPEST counterneasures that fall wthin the
provi sos of 5.d. above.

d. Secretarial Ofices and Operating Adm nistrations of DOT
are responsible for:

(1) Planning, progranmmng, and inplenenting TEMPEST
prograns that conply with this policy for their
areas of responsibility. They are also responsible
for including in their budget subm ssions
appropriate funding for these prograns. This shoul d
begin with the FY-92 budget request.

(2) Having the procurenent of any information processing
equi prent or systens that will process classified
i nformati on eval uated and approved by the cogni zant
TEMPEST security office.

(3) Having any and all TEMPEST requirenents that are to
be levied on contractors approved by the cogni zant
security office.

e. Because of significant cost inplications, conpliance
with this Oder will be subject to review by the Ofice
of I nspector Ceneral.

FOR THE SECRETARY OF TRANSPORTATI ON

S,

? Melissa J. All en
e‘-’ For the Assistant Secretary
ares o™ for Adm nistration
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COGNIZANT TEMPEST SECURI TY OFFI CES

OP ING ELEMENT COGNIEZANT SECURI TY OFFICE

Ofice of the Secmitary
U S. Coast Cuard

Federal Aviation Adm nistration

Federal Hi ghway Admi nistration
Federal Railroad-Adm nistration

National H ghway Traffic Saf ety
Atimii hii sitrrait iemn

U¥ran Mass Transportation
Adinini stration

St. Lawrence Seaway Devel opnent
Cor porati on :

Maritiime Adm nistration

Research and Special Prograns
.Kdininistration

O fice of Security (M-70)

Office- & Conmand, Contr ol
and Communiicatiions G-TTS-4

Progran Enguneeﬁnm@; Service
(ABS-SA@) .

Ottice\\of Security (M-70)
Otfice; of Securtiyy (i-70))

OHffiicee®E Security (i-70)

Office df Security (M-70)
Offfice off Securiity (M-70)

O fice of Security (#-70)
O fice of Security (#-70)
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